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Instructions to the Students
1. Each question carries 12 marks.
2. Attempt any five questions of the following.
3. Illustrate your answers with neat sketches, dlagram etc., wherever necessary
4. If some part or parameter is noticed to be m1ssmg, you may approprlately assume it and should
mention it clearly. :

(Marks)

Q.1. a) Where IDS is placed in OSI model‘7 How it works? (06)
b) Explain types of intruders in detail = = 2 (006)
Q.2. a) Describe components of Dennmg model of i 1ntru51on detection (06)
b) Describe and compare Host Based and Network Based intrusion detection
systems (06)
Q.3. a) Explain Cost Sensitive IDS SRS (06) .
b) Explain. SVMmtrusmn detectlon system (06)
Q.4. a)Explain Anomaly based intrusion detection system (06)
b) What are Honeypots‘"’ Give their classification (06)
Q.5. a)Give s1gn1ﬁcance of Sensors w1th respect to IDS. Describe Network based
Sensoers” o s (06)

b) Explam Multl-Tlered architecture of Intrusion Detection System (06)
Q.6. a) Describe Network Behavior: Anomaly Detection (NABD) in detail ~ (06)
‘ ~b) D1fferentlate between IDS and IPS (06)
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